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presented at the Paper presented at the Seventh International Network Conference. Plymouth, UK. 
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International Journal of Information Security, vol. 6, no. 1, pp1-14. 
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 Tucker C, Furnell SM, Ghita BV, Brooke PJ (2007) A new taxonomy for comparing intrusion detection 

systems, Internet Research, vol. 17, no. 1, pp88-98 
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Refereed conferences 

 Al-Hajiri, H., and Williams, P. A. H. (2007, 3rd December, 2007). The effectiveness of investigative tools 

for Secure Digital (SD) Memory Card forensics. Paper presented at the The 5th Australian Digital 

Forensics Conference, Edith Cowan University, Mount Lawley Campus, Western Australia. 

 Al-Zarouni, M. (2007, 3rd December, 2007). Introduction to Mobile Phone Flasher Devices and 

Considerations for their Use in Mobile Phone Forensics. Paper presented at the The 5th Australian 

Digital Forensics Conference, Edith Cowan University, Mount Lawley Campus, Western Australia. 
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 Al-Zarouni, M. (2007, 4th December 2007). Taxonomy of iPhone Activation and SIM Unlocking 

Methods. Paper presented at the The 5th Australian Information Security Management Conference, 

Mount Lawley, Western Australia. 

 Al-Zarouni, M., and Al-Hajri, H. (2007, 3rd December, 2007). A Proof-of-Concept Project for Utilizing U3 

Technology in Incident Response. Paper presented at the The 5th Australian Digital Forensics 

Conference, Edith Cowan University, Mount Lawley Campus, Western Australia. 

 Ami-Narh, J. T., and Williams, P. A. H. (2007, 4th December 2007).The need for a security/privacy model 

for the health sector in Ghana. Paper presented at the The 5th Australian Information Security 

Management Conference, Mount Lawley, Western Australia. 

 Armistead, E. L., and Murphy, T. (2007). The Evolution of Information Operations, Contracts Across the 

DoD: Opportunities for Growth in the Future for Academics. Paper presented at the ICIW 2007, Naval 

Postgraduate School, Moneterey. 

 Baatard, G. (2007, 4th December 2007). Teaching PHP with Security in Mind. Paper presented at the 

The 5th Australian Information Security Management Conference, Mount Lawley, Western Australia. 

 Biros, D. P., Weiser, M., and Whitfield, J. (2007, 3rd December, 2007).Managing Digital Forensic 

Knowledge An Applied Approach. Paper presented at the The 5th Australian Digital Forensics 

Conference, Edith Cowan University, Mount Lawley Campus, Western Australia. 

 Bolan, C. (2007) KILL Features of RFID Tags in a Medical Environment: Boon or Burden? World 

Congress in Computer Science, Computer Engineering, and Applied Computing (Security and 

Management), Las Vegas, Nevada. 

 Bolan, C. (2007, 4th December 2007). A Single Channel Attack on 915MHz Radio Frequency 

Identification Systems. Paper presented at the The 5th Australian Information Security Management 

Conference, Mount Lawley, Western Australia. 

 Brand, M. (2007, 4th December 2007). A Comprehensive Firewall Testing Methodology. Paper 

presented at the The 5th Australian Information Security Management Conference, Mount Lawley, 

Western Australia. 

 Brand, M. (2007, 3rd December, 2007). Forensic Analysis Avoidance Techniques of Malware. Paper 

presented at the The 5th Australian Digital Forensics Conference, Edith Cowan University, Mount Lawley 

Campus, Western Australia. 

 Brooks, D.J. (2007). Defining the science of security through knowledge categorisation. Proceedings of 

the 4th Annual Security Risk Management Skills Updating Conference. Pretoria: University of South 
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 Brooks, D.J. (2007). Defining the science of security through knowledge categorisation. Proceedings of 

the Criminology and Victimlogical Society of Southern Africa (CRIMSA) Conference 2007. Pretoria: 

University of Pretoria. 

 Brooks, D.J. (2007, July). Defining security through the presentation of security knowledge categories. 

Paper presented at the 7th Australasian Security Research Symposium, Edith Cowan University, Perth, 
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 Brown, J. (2007, 4th December 2007). Evolution of a Database Security course: using non-enterprise 

teaching tools Paper presented at the The 5th Australian Information Security Management Conference, 

Mount Lawley, Western Australia. 

 Chatziapostolou, D., and S.M.Furnell. 2007. “Assessing the usability of system-initiated and user-initiated 

security events”, Proceedings of ISOneWorld 2007, Las Vegas, 11-13 April 2007. 

 Colwill, C., and Jones, A. (2007, 4th December 2007). The Importance of Human Factors when 

Assessing Outsourcing Security Risks. Paper presented at the The 5th Australian Information Security 

Management Conference, Mount Lawley, Western Australia. 
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 Dardick, G. S., Roche, C. R. L., and Flanigan, M. A. (2007, 3rd December, 2007). BLOGS: ANTI-

FORENSICS and COUNTER ANTI-FORENSICS. Paper presented at the The 5th Australian Digital 

Forensics Conference, Edith Cowan University, Mount Lawley Campus, Western Australia. 

 Doleman, R., and Brooks, D.J. (2007, July). Fire protection compliance in aged care facilities. Paper 

presented at the 7th Australasian Security Research Symposium, Edith Cowan University, Perth, WA. 

 Foster, K.J., 2007. Achieving High Reliability. Risk Engineering Society Meeting, Canberra, 5 March. 

 Foster, K.J. 2007. Physical Security. US Department of Defence – Technical Support Working Group 

Seminar, Australian Defence Force Academy, Canberra, 14 March. 

 Foster, K.J., 2007. Unstable Risk Management Systems. Society for Risk Analysis Europe Conference, 

The Hague, 17-19 June. 

 Foster, K.J., 2007. Unstable Risk Management Systems. Risk Management Institute of Australasia 

Conference, Gold Coast, Queensland, 25-27 November. 

 Karatzouni, S., S.M.Furnell, N.L.Clarke and R.A.Botha. 2007. “Perceptions of User Authentication on 

Mobile Devices”, Proceedings of ISOneWorld 2007, Las Vegas, 11-13 April 2007. 

 Golygowksi, L. (2007, 4th December 2007). Increasing security in the physical layer of wireless 

communication.Paper presented at the The 5th Australian Information Security Management 

Conference, Mount Lawley, Western Australia. 

 Guillot, A., and Kennedy, S. (2007, 4th December 2007). Information Security Surveys: A Review of the 

Methodologies, the Critics and a Pragmatic Approach to their Purposes and Usage. Paper presented at 

the The 5th Australian Information Security Management Conference, Mount Lawley, Western Australia. 

 Hannay, P. (2007, 3rd December, 2007). A Methodology for the Forensic Acquisition of the TomTom 

One Satellite Navigation System – A Research in Progress. Paper presented at the The 5th Australian 

Digital Forensics Conference, Edith Cowan University, Mount Lawley Campus, Western Australia. 

 Hannay, P. and James, P. (2007, 3rd December, 2007). Pocket SDV with SDGuardian: A Secure and 

Forensically Safe Portable Execution Environment Paper presented at the The 5th Australian Digital 

Forensics Conference, Edith Cowan University, Mount Lawley Campus, Western Australia. 

 Hannay, P. Woodward, A. and Cope, N. (2007, 3rd December, 2007). A forensically tested tool for 

identification of notebook computers to aid recovery: LIARS phase1 proof of concept. Paper presented at 

the The 5th Australian Digital Forensics Conference, Edith Cowan University, Mount Lawley Campus, 

Western Australia. 

 Hansen, P. (2007, 4th December 2007). Network Security – Is IP Telephony Helping The Cause? Paper 

presented at the The 5th Australian Information Security Management Conference, Mount Lawley, 

Western Australia. 

 Heinke, L. (2007, 4th December 2007). The Need for an Investigation into Possible Security Threats 

Associated with SQL Based EMR Software. Paper presented at the The 5th Australian Information 

Security Management Conference, Mount Lawley, Western Australia. 

 Hilven, A. (2007, 3rd December, 2007). Mood 300 IPTV decoder forensics. Paper presented at the The 

5th Australian Digital Forensics Conference, Edith Cowan University, Mount Lawley Campus, Western 

Australia. 

 Hilven, A., and Woodward, A. (2007, 4th December 2007). How safe is Azeroth, or, are MMORPGs a 

security risk. Paper presented at the The 5th Australian Information Security Management Conference, 

Mount Lawley, Western Australia. 

 Hutchinson, W. (2007). Using digital systems for deception and influence. Paper presented at the 

HAISA2007 – International Conference on Human Aspects of Information Security and Assurance, 

Plymouth, UK. 

 Ibrahim, A. (2007, 3rd December, 2007). Steganalysis in Computer Forensics. Paper presented at the 

The 5th Australian Digital Forensics Conference, Edith Cowan University, Mount Lawley Campus, 

Western Australia. 
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 James, P. (2007, 3rd December, 2007). Can SDV Technology be Utilised in a Smartphone to Prevent 

Forensic Analysis? Paper presented at the The 5th Australian Digital Forensics Conference, Edith 

Cowan University, Mount Lawley Campus, Western Australia. 

 James, P., and Woodward, A. (2007, 4th December 2007). Securing VoIP: A Framework to Mitigate or 

Manage Risks. Paper presented at the The 5th Australian Information Security Management Conference, 
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 Jones, A. (2007, 2-3 July 2007). Critical Infrastructure Protection –Developments Since the Inception of 

the Concept. Paper presented at the 6th European Conference on Information Warfare and Security, 

Defence College of Management and Technology, Shrivenham, UK. 

 Karatzouni, S., Clarke, N., and Furnell, S. (2007, 4th December 2007).Device- versus Network-Centric 

Authentication Paradigms for Mobile Devices: Operational and Perceptual Trade-Offs. Paper presented 

at the The 5th Australian Information Security Management Conference, Mount Lawley, Western 

Australia. 

 Kessler, G. (2007, September 6-7). Experiences and methodologies teaching hands-on cyberforensics 

skills online. Paper presented at the CFET 2007: 1st International Conference on Cybercrime Education 

and Training, Christ Church University, Canterbury, UK. 

 Kessler, G. (2007, 3rd December, 2007). Anti-Forensics and the Digital Investigator. Paper presented at 

the The 5th Australian Digital Forensics Conference, Edith Cowan University, Mount Lawley Campus, 
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 Li, F. Clarke, N. and Bolan, C. (2007). User Perception of the Security and Privacy Concerns of RFID 

Technology.Paper presented at the International Symposium on Human Aspects of Information Security 

and Assurance, Plymouth, UK. 

 Luo, V. (2007, 3rd December, 2007). Tracing USB Device artefacts on Windows XP operating system for 

forensic purpose Paper presented at the The 5th Australian Digital Forensics Conference, Edith Cowan 
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 Mahncke, R.J. and Williams, P. A. H. (2007). The issues in securing electronic health information in 

transit. In H.R. Arabnia and S. Aissi (Eds.) Proceedings of the 2007 World Congress in Computer 

Science, Computer Engineering, and Applied Computing – SAM’07 – The 2007 International Conference 

on Security and Management, (in publication). USA: CSREA Press 

 Ng, D. and Woodward, A. (2007). Implications for use of different encryption algorithms on power 
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 O‟Rourke, S. (2007, 3rd and 4th December 2007). Virtual Radicalisation: Challenges for Police. Paper 
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 Sansurooah, K. (2007, 3rd December, 2007). An approach in identifying and tracing back spoofed IP 

packets to their sources. Paper presented at the The 5th Australian Digital Forensics Conference, Edith 

Cowan University, Mount Lawley Campus, Western Australia. 

 Sansurooah, K. (2007, 3rd December, 2007). An overview and examination of digital PDA devices under 

forensics toolkits. Paper presented at the The 5th Australian Digital Forensics Conference, Edith Cowan 

University, Mount Lawley Campus, Western Australia. 

 Sargent, R., and Brooks, D.J. (2007, July). An analysis of how the perception of risk influences decision 

making. Paper presented at the 7th Australasian Security Research Symposium, Edith Cowan University, 

Perth, WA. 

 Shaw, D. (2007, 3rd and 4th December 2007). Managing Analysis. Paper presented at the The 8th 

Australian Information Warfare and Security Conference, Mount Lawley, Western Australia. 
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 Szewczyk, P. (2007, 3rd December, 2007). ADSL Router Forensics Part 1: An introduction to a new 

source of electronic evidence. Paper presented at the The 5th Australian Digital Forensics Conference, 

Edith Cowan University, Mount Lawley Campus, Western Australia. 

 Szewczyk, P. (2007, 3rd December, 2007). An examination of the Asus WL-HDD 2.5 as a Nepenthes 

malware collector. Paper presented at the The 5th Australian Digital Forensics Conference, Edith Cowan 

University, Mount Lawley Campus, Western Australia. 

 Utakrit, N. (2007, 4th December 2007). The Phantasm of ATM Withdrawal. Paper presented at the The 

5th Australian Information Security Management Conference, Mount Lawley, Western Australia. 

 Valli, C., and Woodward, A. (2007, 3rd December, 2007). Oops They Did it Again: Results of the 2007 

Australian Remnant Hard Disk Study. Paper presented at the The 5th Australian Digital Forensics 

Conference, Edith Cowan University, Mount Lawley Campus, Western Australia. 

 Valli, C., and Wooten, A. (2007, 3rd December, 2007). An Overview of ADSL Homed Nepenthes 

Honeypots In Western Australia. Paper presented at the The 5th Australian Digital Forensics 

Conference, Edith Cowan University, Mount Lawley Campus, Western Australia. 

 Valli, C. (2007). IT Sharps: Disposing of your IT medical waste, In H.R. Arabnia and S. Aissi 

(Eds.) Proceedings of the 2007 World Congress in Computer Science, Computer Engineering, and 

Applied Computing – SAM’07 – The 2007 International Conference on Security and Management, pp. 

USA: CSREA Press. 

 Webb, D. (2007, 4th December 2007). Medical Identity Theft – Not Feeling Like Yourself? Paper 

presented at the The 5th Australian Information Security Management Conference, Mount Lawley, 

Western Australia. 

 Webb, K. (2007, 2-3 July 2007). Experential Operations: An Information-Based Operational Management 

Approach for Managing National Security Operations. Paper presented at the 6th European Conference 

on Information Warfare and Security, Defence College of Management and Technology, Shrivenham, 

UK. 

 Webb, K. (2007). Information Terrorism in the New Security Environment. Paper presented at the ICIW 

2007 International Conference on Information Warfare, Naval Postgraduate School, Monterey, California. 

 Williams, P. A. H. (2007). A holistic perspective on models for medical information security. In H.R. 

Arabnia and S. Aissi (Eds.) Proceedings of the 2007 World Congress in Computer Science, Computer 

Engineering, and Applied Computing – SAM’07 – The 2007 International Conference on Security and 

Management, (in publication). USA: CSREA Press. 

 Williams, P. A. H. (2007, 4th December 2007). Medical insecurity: when one size does not fit all. Paper 

presented at the The 5th Australian Information Security Management Conference, Mount Lawley, 

Western Australia. 

 Williams, P. A. H. (2007). The effects of IT on information culture in general medical practice. . Paper 

presented at the Paper presented at the TILC 2007 T2-Technology and Transformation: Transforming 

Information and Learning Conference, Edith Cowan University. 

 Woodward, A and Williams, P. A. H. (2007). Wireless Rx – Risk assessment and recommendations for 

securing a wireless network in a medical practice. In H.R. Arabnia and S. Aissi (Eds.) Proceedings of the 

2007 World Congress in Computer Science, Computer Engineering, and Applied Computing – SAM’07 – 

The 2007 International Conference on Security and Management, (in publication). USA: CSREA Press. 

 Woodward, A. and Valli, C. (2007) Do Current Erasure Programs Remove Evidence of BitTorrent 

Activity? 2nd Conference on Digital Forensics, Crystal City, Arlington, Virginia 

 Yap, L. F., and Jones, A. (2007, 3rd December, 2007). Profiling Through a Digital Mobile Device. Paper 

presented at the The 5th Australian Digital Forensics Conference, Edith Cowan University, Mount Lawley 
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 Yap, L. F., and Jones, A. (2007, 2-3 July 2007). Public Key Usage Model in Converged Networks. Paper 

presented at the 6th European Conference on Information Warfare and Security, Defence College of 

Management and Technology, Shrivenham, UK. 

 Yap, L. F., and Jones, A. (2007). Deleted Mobile Device’s Evidence Recovery:. Paper presented at the 
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Media engagement 

 Dr Andrew Woodward, (2007) Wireless net theft warning – The West Australian, P45 Wednesday June 6 

 (2007) Auditor Generals report on wireless network use by the DoJ – Channel 10 News, Wednesday 

April 4. 

2006 Publications 

Refereed Journals 

 Bolan, C. (2006). Radio Frequency Identification – A Review of Low Cost Tag Security Proposals. 

International Journal of Information and Computer Security 

 Clarke, N.L. Furnell, S.M. (2006) A Composite User Authentication Architecture for Mobile Devices, 

Journal of Information Warfare, vol. 5, no. 2, pp11-29, 2006 

 Clarke, N.L. Furnell, S.M. (2006) Authenticating Mobile Phone Users Using Keystroke 

Analysis,International Journal of Information Security, vol. 6, no. 1, pp1-14, 2006 

 Clarke, N.L. Furnell, S.M. (2006) Advanced user authentication for mobile devices, Computers and 

Security, Vol. 25, No. 7, pp4 86-493 

 Hutchinson, W. (2006) Information Warfare and Deception, Informing Science, 9: 213-223, ISBN 1547-

9684 (1521-4672 – online). 

 Jones, A., Valli, C., Sutherland, I. and Thomas, P (2006) The 2006 Analysis of Information Remaining on 

Disks Offered for Sale on the Second Hand Market, Journal of Digital Forensics, Security and Law, Vol 1, 

Number 3, page 23-36 

 Lacohee H, Phippen AD, Furnell SM, (2006) Risk and Restitution: Assessing how users establish online 

trust, Computers and Security, Vol. 25, No. 7, pp486-493 

 Morfitt, K and Valli, C. (2006) A Forensic Log File Extraction Tool for ICQ Instant Messaging Clients, 

Journal of Digital Forensics, Security and Law, Vol 1, Number 3, page 51-64 

 Papadaki, M. and Furnell, S.M. (2006) ”Achieving Automated Intrusion Response: A Prototype 

Implementation”, Information Management and Computer Security, vol. 14, no. 3, pp 235-251. 

 Valli, C. (2006) Using honeypots as a strategic internal countermeasure, Journal of Information and 

Computer Security, 2006, Vol 1, Issue 2 (Accepted) 

 Valli, C. (2006) A Preliminary Investigation into Malware Propagation on Australian ISP networks using 

the mwcollect Malware Collector daemon, Journal of Information Warfare, Vol 5, Issue 1 

 Williams, P. A. H., and Mahncke, R. (2006). Shared Electronic Health Records: A changing landscape for 
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