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Wireless Instructions for Windows XP

These instructions are designed for equipment manufactured after 2005. If you experience problems
connecting to the “ECU” wireless network, please use the alternative instructions to connect to the
“‘ecu-access” wireless network.

—

= From the start menu, click Connect To 3. = Select Change advanced settings
2. = Wireless Network Connection

5" Wireless Network Connection

Network Tasks Choose a wireless network
é Internet J My Documents
Internet Explorer e R Refresh network list Click an item in the list below to connect to a wireless network in range or to get r
=1 ¢ mail lab My Recent Documents » ) ‘ information. -
L3/ Microsoft OFfice Outlook ﬁ My Pictures = fSoe't w ;mvgroerless"s‘arﬁe;#;rek ((ﬁ)) eduroam
‘i Security-enabled wireless network (WPAZ2)

ecu-access

.} A
@ ‘Windows Media Player J My Music
- g’ My Computer
‘.@ Tour Windows XP

o . B? Control Panel
Files and Settings Transfer

Wizard Set Program Access and
@ Defaults

@ Snagit 9 ( ‘\ Connect To

}:é Printers and Faxes

Related Tasks ((ﬁ))

) Learn about wireless Unsecured wireless network
networking ) EC

(¢
¢ Change the order of i

preferred networks

( g Change advanced
\ settings

‘i Security-enabled wireless network (WPAZ)

LW Cormand Prompt & show all connection

9) Help and Support
l) Search

All Programs D 77 Run...

@ Log Off @ Shut Down

7J start

4. =» Click the Wireless Networks tab 5. = Click ‘Add’

-4 Wireless Network Connection Properties @ - Wireless Network Connection Properties @

General (Wireless NelworksDAdvanced[ General | Wireless Networks lAdvanced[

Connect using: Use Windows to configure my wireless network settings

’ L) il loeke HBS ‘ Available networks:

" R S0 To connect to, disconnect from, or find out more information
This connection uses the following items: about wireless networks in range, click the button below.

View Wireless Networks

= Client for Microsoft Networks
El File and Printer Sharing for Microsoft Networks

421 005 Packet Scheduler Preferred networks:
2= Internet Protocal (TCPAP) Automatically connect to available networks in the order listed
below:
[ Install... ] [ Uninstall ] [ Properties ] Move up
Description Move down
Allows your computer to access resources on a Microsoft
network.
emove ropertie:
(  Add Dl R Prop

Show icon in notification area when connected

Notify me when this connection has limited or ho connectivity Learn about setting up wireless network
configuration.

[ 0K ][ Cancel ] 0K I[ Cancel ]
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6. =>» Type the following information as it appears below:
Network Name (SSID): ECU
Network Authentication: WPA2
Data encryption: AES

7. = Un-tick the box
used.”

“This is a computer-to-computer (ad hoc) network; wireless access points are not

Wireless network properties @
Association lAulhenlication Connection
Network name (SSID): j)

Wireless network key

This network requires a key for the following:

—
Network Authentication: WPA2 v
Data encryption: AES -

The key is provided for me automatically

[T] This is a computer-to-computer (ad hoc) network; wireless
access points are not used

[ 0K I[ Cancel ]

8. => Select the Authentication tab

Wireless network properties @
Assaciation ( Authentication ) Connection
R ——

Network name (SSID): ‘ ECL| ‘

Wireless network key

This network requires a key for the following:

WPA2 v

Data encryption: AES v

| |
| |

[ =]

The key is provided for me automatically

Network Authentication:

[[] This is a computer-to-computer (ad hoc) network; wireless
access points are not used
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9. = Change EAP type to “Protected EAP (PEAP)”
10. & Un-tick “Authenticate as computer when computer information is available”

Wireless network properties @

Association | Authentication ‘Connection

Enable IEEE 802.1x authentication for this network

£aP type: (Protected EAP [PEAF) v)

([[] Authenticate as computer when computer infarmation is available)

[[] Authenticate as guest when user or computer information is
unavailable

[ 0K ] [ Cancel

11. = Click Properties

Wireless network properties @

Association | Authentication | Cannection

Enable IEEE 802.1% authentication for this network

EAP type: | Protected EAP (PEAF) v/

G D

[[] Authenticate as computer when computer information is available

[[] Authenticate as guest when user or computer information is
unavailable

[ 0K ][ Cancel ‘
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12. = Change Select Authentication Method to
“Secured password (EAP-MSCHAP v2)”
= Click Configure

Protected EAP Properties @ 13. = Un-tick “Automatically use my
—— Windows logon name and password (and
[V] validate server certificate domain |f any).

D Connect to these servers:

[ EAP MSCHAPv2 Properties 3

Trusted Root Certification Authorities:

[[] aaa Certificate Services ~ .
[[] AC Raiz Certicdmara 5.4, = When connecting:
[[J AC RAIZ DMIE - -
[] A-CERT ADVANCED 0 Automatically use my Windows logon name and

[] achie password (and domain if any).

[] adminCa-CD-TO1

[] admin-Root-Ca v
< | > ’

- 0K ] [ Cancel ]
D Do not prompt user to authorize new servers or trusted
certification authorities.

Select Authentication Method:

— -~ e
QSecured password (EAP-MSCHAP v2) ) v ‘ l
- A ——————

[[]Enable Fast Reconnect

[ OK ][ Cancel ]

14. =» Click “OK” to all remaining windows that are open

ess Network Connection Properties m
General | Wireless Networks Lad, "
prop ?
- a
A | Association | Authentication | Connection
To connect
about wirele:
otected EAP Properties ?]%]
Preferred nel ~| When connepg
Automatically lidatd
h:‘;"::a xS EAP pe: Validatd
en connecting:
7 ECU@ o CE Wh ing
O Automatically use my Windows logon name and
Trusted R| password (and domain if any).
] Authen
[ ana
[J acr| .
M1l O Auhen| | [ acR
Learn about [ A-CERTROVATICED
confiquration [J acue
[] AdminCa-CD-To1
[ Admin-Root-Ca v
< | ¥
[[]Do not prompt user to authorize new servers or trusted
certification authorities.
Select Authentication Method:
Secured password (EAP-MSCHAP v2) v ‘ Configure...
[[JEnable Fast Reconnect:
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15. = Click the “Wireless Network Connection” bubble that appears in the Notification
area.

() wireless Network Connection x

Click here to process your logon information for the network
£CU

16. = Enter your ECU User Name and Password into appropriate fields.
= Leave Logon Domain Blank.
= Click OK

Enter Credentials [z]

¥ ezaaSSas
=

S

User name: [ | }

Password: ’ ‘

Logon domain: ’ ‘

I OK ] [ Cancel

17. = Click the “Wireless Network Connection” bubble that appears in the Notification
area.

() Wireless Network Connection X

Click here to select a certificate or other credentials for
connection to the network ECU
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18. = Click “OK” to the “Validate Server Certificate” pop-up.

Validate Server Certificate

The Root Certification Authority For the server's certificate is:

Class 3 Public Primary Certification Authority
If this is the correct certificate, click OK to connect and you will not see
this message again. Click CANCEL to drop connection.

View Server Certificate

19. = You will see the following bubble once you have successfully connected to the
wireless network.

() wWireless Network Connection is now connected | %

Connected to: ECU
Signal Strength: Excellent

Note: If you cannot access websites outside of the ECU domain, you will need to check your proxy settings and
confirm they are set to “Automatically Detect Settings”.

To configure proxy settings for;

Internet Explorer:

Open Internet Explorer and click Tools > Internet Options > Connections > LAN Settings. Tick the box
labelled “Automatically Detect Settings”. Click OK to all open windows and try browsing a website.

Firefox:
Open Firefox and click Tools > Options > Advanced > Network > Settings > and tick the box labelled “Auto-
detect proxy settings for this network”. Click OK to all open windows and try browsing a website.

IT Services Centre Telephone: +61 8 6304 6000  Email: itservicedesk@ecu.edu.au  Web: http://it.ecu.edu.au/




